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[ write regarding recent reports that the Department of Homeland Security (DHS) has purchased
data and software that tracks the physical location of millions of individuals and is using this
information for immigration enforcement purposes.' The government’s access to and use of this
information poses serious privacy and civil liberty risks, and is an egregious escalation of the
Trump administration’s practice of employing invasive and draconian immigration enforcement

tactics.

New findings published in the Wall Street Journal show that, dating back to 2017, DHS has paid
a private company, Venntel Inc., for access to information about the physical location of
individuals and their mobile devices.” Venntel Inc. itself reportedly purchases this information
from private marketing companies that source the data from cellphone apps. Although it appears
that the data in question is not explicitly attached to specific individuals, it is clear that even
anonymized mobile location data can easily be used to identify unique persons.’ DHS’s apparent
levering of a large data set of sensitive information is particularly concerning following the
revelation that a “malicious cyberattack™ last year compromised troves of data held on behalf of

U.S. Customs and Border Protection (CBP).*
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Moreover, in the Supreme Court’s 2018 decision in Carpenter v. United States, the Court
acknowledged that cell-site location information (C SLI) is'a highly sensitive and revealing class
of information, deserving of “special solicitude.”® In Carpenter, writing for the majority, Chief
Justice Roberts described government tracking of CSLI as “near perfect surveillance.”® Further,
the Court explained that the third-party doctrine — under which a person forgoes his:or her
legitimate expectation of privacy when voluntarily exposing information to a third party — does
not hold up when it comes-to CSLI:

Virtually any activity on the phone genérates CSLIL, including incoming calls,
texts, ot e-mails and countless other data connections that a phone automatically
makes when checking for news, weather, or social media updates. Apart from
disconnecting the phone from the network, thereis no way to'avoid leaving
behind a trail of location data. As a result, in no.meaningful sense does the user
voluntarily assume the risk of turning over a comprehensivé dossier.of his
physical movements,’ .

For these reasons, the Court held that the government will generally need a search warrant
supported by probable cause in order to access CSLLY

'DHS’s purchase of location data gleaned from cellphone apps thus appears to contravene the
-$pitit, if not the letter, of Carpenter. Citcumventing Carpenter s warrant requirement in this
manner is particularly alarming because DHS has been using this location data for law
enfotcement pufposes. According to the Wail Street Journal, DHS has used this data to generate
investigative leads about p0551b1e illegal border crossings, as well as to track human- and drug-
smuggling investigations.? Worse still, sources cited in the Wall Street Journal report also allege
that Immigration ‘and Customs Enforcement. (ICE) has since shared this. revealing data with.
ICE’s Enforcement and Removal Operations (ERO) directorate — the division tasked with
deportations. In effect, DHS seems to thutib its nose at-the Supreme Court by engaging in
warrantless cellphone location tracking of individuals in order to expand the reach of its:
‘merciless deportation force.

Tracking like this is: completely inconsistent with — and has disturbing and chilling effects on —
the privacy protections out Constitution gudrantees. Therefore; I request written answers to-the
following questions by Tuesday, March 3, 2020:

1. Please identify all contracts or other agreements between DHS and any non-
government entities under which DHS is purchasing or otherwise accessing individuals’

S Cappenter v, United States,138-8..Ct. 2206, 2219 (2018).

SJd at2218,

7.Id, at'2220 (internal quotation marks, brackets, and citation omitted).

8.1d. at2221.
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location data, including all substantive terms (e.g., the parties, scope, duration, and
compensation). Please provide copies of the contracts.

2. Does the ERO directorate under ICE have access to location data DHS obtains under
these contracts or other agreements? If so, when and how did ERO obtain access to this
data?

3. What reasons, if any, did DHS give to Ventell Inc. or any other non-government
entities as to why DHS was purchasing location data from them?

4. How specifically is DHS using purchased location data? If uses differ between CBP
and ICE, please describe those differences.
a. Has ICE ever used this location data for routine deportation operations? If yes, in
how many instances? If not, does ICE have any plans to use the data for those
purposes?

5. What legal standard, if any, does DHS believe applies to the access and use of location
information from Ventell Inc. or other commercial sources of this type of data? Does
DHS believe a search warrant or other court order is ever required?

6. What privacy protections and limits, if any, does DHS have on how it uses location
data? If protections and limits differ between CBP and ICE or any other entities within
DHS, please describe those differences.

7. How long does DHS retain the location data it purchases from private entities?

8. Is the data in question stored by DHS itself or a private contractor?

9. Please detail the data security practices DHS employs to ensure that individuals’
location data is not breached or left vulnerable to malicious actors.

10. Has location information that DHS has purchased ever been breached or
inappropriately accessed? If so, please describe when and how that occurred.

Thank you in advance for your attention to these requests.

Sincerely,

Cwnl_ Q.

Edward J. Markey
United States Senator



